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Deployment of thin clients for secured Internet access:

« IRIE 3RS MUTRd Sexmie S|

Secured ID based internet access.

« QU UHRTHD UG UGITIBING! g ATTeTND gex-c ATH Jiae|

Customary Internet access facility for all the functionally designated
Officials.

« TS A & YR R FCRE & 3G I 3= GaIUBIRAT 8 Scx-c
SFERTH Ffae|

Internet access facility for other officials with the approval of Director on
case to case basis.

qTHTY E'E'F.-]E' TSR — JaiaH YT General Internet Browsing — Best

Practices:

ST IR YR&ET Browser Security:
« BN 3Efad Ut IRy, SR ReH quT SIIUANT 9 STSHoR BT YA B3 |

Always use updated anti-virus, Operating System and applications and
browser.

= YSSITRIT &HdT Fied a9 FTSHoR (ON-TFTd HIH, BRI SATfS) BT TART B
TSR & YHId: BTG & SR HediR gidl g
Use a web browser with sandboxing capability (like Google chrome, safari,
etc.). Sandboxing usually contains malware during execution.

. TS AN-3HT3C YR b T FTSHoR Y 3] b H Bl 3M1gd ST |
Make a habit of clearing history from the browser after each logout sessions.
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Delete Windows “Temp” and “Temporary Internet files” regularly.

@Bﬂ?ﬁ%‘TDownloading:

had fAYIIT Fidl 1 darse] § 81 Gt diR S¥FdIS B | SHYHd Hrscl
IR fae ard Sr3Adre el W fdeids 1w |

Download software from trusted source or trust worthy websites only. Do not
click links to download anything you see on unauthorized sites.

3 gRI o / SIS Bt S dTell a¥g 3l & fod Joid 38 |

Be conscious of what you are clicking on/downloading.

$S UIG-30 H TS §c [aad g IR 3D [Gad B3 o 3 WA A1
B BT YT P § |

Some pop-ups have what appears to be a close button, but will actually try
to install spyware when you click on it.

G Xg 1 3ee W aqY R 4 8 FYed gl §1 "FYed” TR
gTfe W AAaR gial |

Remember that things on the Internet are rarely free. “Free” Screensavers,
etc. generally contain Malware.

SI3TAISANY Tt THedaR ¥ AaYH IR — U e WIge o o d Titadmsf &l
3ftiiet B aTelt 3o caeR a1 3y fazyany gidt 8, s durer = 9
JHESR B B

Be wary of free downloadable software — There are many sites that offer

customized toolbars or other features that appeal to users, which are likely
to have backdoors.

J9TSel A1 3-0d I UTd fofop! T SI3dS BISdl &l Wb DIl |

Scan all the files after you download whether from websites or links received
from e-mails.

foreft ot fofer o1 wIsd W faasd 7 Y 3R 7 gt Wd SSAIS 81F ¢, BIRd
STSCIS X d T A RIF TR Hd R SN B T B

Do not click the link or file and let it start download automatically, download
the file and save where you want to save and then run on the application.
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Neve download from the links that offer free antivirus or anti spyware
software, always download from trusted sites, if you are not sure about the
site you are downloading, enter the site into favourite search engine to see
anyone posted or reported that it contains unwanted technologies.

BISd I HRA d1d FIFEaR Y ATYDH Jrae™ g | Bisd AT I 3
SR U GIYUl BT3dl d Uehy BT SIIRIH ¢ oI1dT § | Afe 30D GRT HIURTSC
T TS 1 Sl & af 3! 1R ST aRum Yia- Us Iahd ] |

Be extremely careful with file sharing software. File sharing opens your
computer to the risk of malicious files and attackers. Also, if you share
copyrighted files, you risk serious legal consequences.

CRIESED R&T Personal Security:

goAc IR dTfades PRI Ifd B3 & Ufd IoiT 3 |

Be wary of storing personal information on Internet.

IRF&A 1 oM ared! fod! ot THaRE 1 SexAe § Hiae g1 aral fobat Hf fabdt
1t fEarey § Hride 9 |

Do not store any information you want to protect on any device that connects
to the Internet.

HRA & dTeR NUTRT Tt T3S Tareff (819 didy, sMzass, TavHIe sdife)
¥ |

Avoid all cloud services (Dropbox, iCloud, Evernote, etc.) that are based
outside India.

M AHBRY AT8- aTell Tarefi & TR 9 9|

Avoid using services that require location information.

g X &1 T S0l MTUSD! T G &1 Ual T Adhd & 9T SMUH T [g¥e!
TR YT RO & YR TR 3ATTP AfGaiTd URUTH HTHR Hd & |

Remember search engines track your search history and build profiles on
you to serve you personalized results based on your search history.
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Never exchange home and office work related contents.

= Sft U1 U9, 9H9T®] 9fgd Wil e 9 1|

Avoid posting of photos with GPS coordinates.

« M 1Y 3T THER $Rd &, 37 JoY T JATUT B 7 | S W AT &
T T elt Uga= ST IR BT g

Verify those you correspond with. It is easy for people to fake identities over
the Internet.

3 3UTT Other measures:

- Eﬁla\_ﬂ(.doc, docx xls, xlsx and .def) ThIgd Qd?f-‘&lﬂ aTel STYRUT BIeE Pl
TR STTd & X6 | (T 3T B, TSa 94 fadhed &1 gH1d &Y, ¥ Red

Wit " (g8 BISd Ud iR dUT I 94 WicsR dI ofid & HTEd He|

Frequently check unusual folder locations for document (.doc, docx .xls,
Xlsx and .def) file extensions (in search options, select advanced search
options, make sure you checked “Search System folder”, “Search hidden
files and folders” and “search subfolders”)

= Ao TS —BTs & gex-c HH F §d|
Avoid Internet access through public Wi-Fi.
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